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1 Initial Syst em Configuration

ThelMAporter MobileAccessveb interface for creating mobile keys can be launched on any device
with an Internet connection dbttp://my.imaporter.com/ (=https://csirm.azurewebsites.nej/ After
logging into the distributor account, you can create an account foctrstomerwhich allows the
creation and distribution of mobile keys for accesstrol systems wth offline readers in his

building.

ThelMAporter MobileAccessveb interface for mobile key distribution distinguishes between 2 user
levels:
9 Distributor = an authorized IMAporter partneythis user creates austomeraccount for the
owner of the buildig and adds credits to the customer account
9 Customer= the owner of the object with the accessntrol system installed; this user adds
other users and creates mobile access keys for them

Menu for theDistributor account Menu for theCustomeraccount
ﬁ;? L%IA:.'TER MobileAccess (l‘"-? ::'%AHTER MobileAccess
BY Dashboard BR Dashboard
:¢ My Profile :¢ My Profile
NAVIGATION NAVIGATION
an Customers 22 Users
¢tKS awSk RSN

o]
o‘o Reader Groups is inactive for common

access control systems.

3] Readers
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2 Quick Guide

21.1 Creating a Customer Account
Thecustomer accounts set up by the distributor vidoe distributor account Detailed info can be
foundin chapter 3.3.

rf-? ::E]ARTER MobileAccess = @EN- e distr.ihﬂor.dﬂno@ima.cz ~

——

BE Dashboard Distributor Demo |/ Customers ‘ # Create Customer
—

_‘, My Profile

Show 100 w entries Search:
asaTon ACCOUNT NAME & SYSTEM TYPE ¢ ADDRESS ¢ CREATED “ STATUS
&% Customers BYTOVKA-01 IMAPORTER 02/03/2021 @)

2.1.2 Adding Credit

Each customer account requires credits of at least the number of users for whom it will generate
mobile keys. When a customer account is createmedeives 5 credits for free. Detailed instructions
on how to transfer credit from distributor accountto acustomer accountan be found irchapter

3.4.

distributor jima.
G e istributordemo@ima.cz
Distributor

(7. IMA

|
- MobileAccess =
¥ PoRTER
BE Dashboard Distributor Demo | Customers Distributer Demo | Custemers | Bytovka-02 W Delete Customer
25 My Profile
shaw 10 entrles GENE TTiNGs MOBILE KEY BILLING ACCOUNT

NAVIGATION
Add cradit

&% Customers CUSTOMER CREDIT MOBILE KEVS

EBYTOVKA-01 JAPORTER .
17 + 3 (trial credit) 16 M

Bylovka-02 IMAPORTER I

BYTOVKA-03 IMAPORTER ilabia cr

o Add creGic

DATE AND TIME

2.13 Connecting Readers to MobileAccess system

It is possible to connect readers to tHdAporter MobileAccessystem of the customer mobile keys,
which will be accessed using mobile keys viaMtobile Keyapplication. Readers can be added on
the Readers tab or via the customer account. Detailed usibns can be found iohapter 4.4

E IMA 5 L e domovnik03@email.cz

MobileAccess — EN ~ s
$ PORTER ® Customer
== Dashboard BYTOVKA-03 |/ Readers = Create Reader  Import ‘ Sync changes
:° My Profile

Show 100 v entries Search:
NAVIGATION
READER NAME © READER GROUP ID READER ID/READER MAC ADDRESS % MANUALLY *

o0
22 Users No data available in table

090 Reader Groups

Previous Next

showing 0 to 0 of D entries

3] Readers
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214 Creating New Mobile Keys (Adding New Users)

The easiest way to add a new user and send a mobile key is to ustotiile Key Creation Wizard
on the home screen of the customaccount. After filling in the required data and confirmibgy
pressing theCreate Mobile Keyutton, a QR code for activating the mobile key will be generated
and sent to the user. Themail also includes instructions on where to download the Mobilg Ke
application into which the QR code will be loaded.

BE Dashboard E;*to\-kf//// #* Mobile Key Creation Wizard

Mobile Key Creation Wizard

- enter the name of the usefull Name(required
field)

Ema ft1@bvtovka02.c2 . - enter the contact-mail to which the QR code for
activating the mobile key will be sent (required

Phor N 40 v 1234567 . field)

-you can also enter a phone numhkerwhich an

( sendaninformational SMS about creating 2 new moblle key info SMS regarding the creation of the mobile key

will be sent

, - Device name; you can use any mobile device
name

- automatically filled in parameters of the mobile
key Key NameUser ID are based on the account
settings¢ we recommend not to change them

Create Mobile Key [N

Details on creating and editing records about users and their mobile keys daarakinchapter
4.3.

2.1.5 Mobile Key Activation via the IMAporter Mobile Key Application
The IMAporter Mobile Key app is a user identification application which is used to communicate with
the reader for the purpees of user identification. The application is available for Android and iOS.

Mobile Key application for Android Moblle Key application for I0S

EaE —— EiRE
O

http://ima.cz/app/andro http:/fima.cz/app/key/ios
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3 Distributor Account Guide

3.1 Login to the System

(7. IMA

The web interface dtttp://my.imaporter.com/ ? PORTER
(=https://csirm.azurewebsites.ne)/allows for the
management of distributor and, subsequently,

customer accounts tied to the installed access yourname@yourdomain.com )
system after logging into it.
The username and password for the disator = = ]

account will be provided by IMA when the

distributor contract is concluded.

= I?ngllsh
If there areanycustomer accounts already Cestina
connected to the distributor account, a selection
menu for workspace will appear after logging in. The primary account hdne digtributor account
which you confirm simply by clicking tBelect Workspacéutton. If you need to work with a

customer account in the customer mode, simply select a customer account from the menu.

(7. IMA

$ PORTER

Distributor

Workplace selection

Customers

Distributor Demo BYTOVKA-01
Bytovka-02

BYTOVKA-03

'

3.1.1 Switching Between Languages

The wehinterface can be used in various language versions. You can switch between EN/CZ version
on the top bar of the system after logging in.

ff- IMA MobileAccess —_ 0 o e li_sll'ib!.lnr.duno@ima.u v

o Distributor

% PORTER

English
== Dashboard Distributor Demo 9

_ Cestina

3.1.2 Logging Out of the System

In the top right corner, you canogoutof the system oChange
workplace If you choosg¢he Change workplaception, you will stay &% change workplace
logged into your distributor accounbut you will be able to work in a

specific customer account (e.g. create mobile keys or add readers).

) Logout
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3.2 My Profile

TheMy Profiletab includes basic login details, allows yowh®ck the amount of credit available to
you and the history of buying it. In addition, it allows you to change the password for the distributor
profile.

3.2.1 General Settings

(7. IMA o e distributor.demo@ima.cz
MobileAccess = EN ~ - v
$ PoRTER ® et
B3 Dashboard Distributor Demo / Profile
.'° My Profile

GENERAL SETYNGS PAYMENTS & BILLING ACCOUNT

NAVIGATION
Account Name:  Distributor Demo

.
an Customers Address:

Company ID:
VAT number:
Email:
Phone:

Fax:

The General Settings tab contains information about the owner of the distributor account entered by
IMA during the conclusion of the distributor agreement. If you want to introduce any changes, you
will have to contact IMA. Onliccount Namds required fo the account to function properly.

3.2.2 Payments & Billing

ThePayments & Billindab shows all movements of credit on the distributor account. If necessary,
adding more credit can be requested from IMA,; the credit will subsequently be added to the account
based on the distributor contract conditions. One credit corresponds to one mobile key for one
customer on his/her customer account.

GEMERAL SETTINGS PAYMENTS & BILLING ACCOUNT
AVAILABLE CREDIT CUSTOMERS

Show 100 w entries Search:
DATE AND TIME “ TYPE & AMOUNT < DESCRIPTION £ STATUS
01,/29/2021 10:32 Purchase credit 100.0 Paid
02/03/202121:15  Transfer -5.0 Credit transferred to BY TOVKA-01 Paid
02/03/2021 21:20  Transfer -5.0 Credit transferred to Bytovka-02 Paid
02/08/2021 1311 Transfer -5.0 Credit transferred to Bytovka-02 Paid
02/08/2021 1313 Refunding 5.0 Credit refunded from Bytovka-02 Refunded

8127



)

()

IMAporter MobileAccesg Mobile Key Management l m a

ThePurchase crediitems show credits purchased by the distributor. After the customer account is
created, 5 credits arautomatically sent to it free of charge. These can also be found in the
distributor credit list, but they do not affect the number of available credits in any wayndimder

of credits available on the distributor account changes only in the case ofdrar{Eransfer/

Refunded of credits to / from the customer account by the distributor (ebapter 2.3).

3.2.3 Changing the Password

MobileAccess =]

PORTER TE

ﬁ? IMA - 09‘ - e |i_sl|ihlor.dﬂno@imn.cz -

== Dashboard Distributor Demo Profile
Change password
:° My Profile

GENERAL SETTINGS PAYMENTS & BILLING ACCOUNT Email *  distributor demog@ima.cz @

NAVIGATION

Email:  distributor.demo@ima.cz Current password *  Current password a

an Customers .
- Password: updated 2 mounts ago New password *  New password a

Access Token:  hh8qEH3qiA5KaXkrROJ3crOrmwVpEiUUjjv7p

Confirm*  Confirm new password ]
Expiration: 03/06/202213:03
*Note: The password must contain at least 8 characters, one large and one lowercase
and one number or special character

& change password cancel

TheAccounttab includes login details for the account and the time of their expiration. You will

receive the password to your distributor account together with the distributor contract.Gtrenge
passwordbutton on theAccounttab allows you to change this primgpgssword. The logirn-mail of
the user cannot be changed.

3.3 Creating a Customer Account

After its initial configuration, the distributor account does not include any customer accounts.

(r. IMA - e distributor.demo@ima.cz
MobileAccess = EN - . N
' PORTER 0 Distributor
BS Dashboard Distributor Demo / Customers = Create Customer
24 My Profile
Show 100 ~ entries Search:
NAVIGATION
ACCOUNT NAME % SYSTEM TYPE < ADDRESS % CREATED “ sTATUS
.
ae Customers No data available in table
Showing 0 to 0 of 0 entries Previous Next

The customer account can be created for each project installedechtisess control system. Creating
a customer account works with the presumption of compliance with the project iA@®8 Config
Reader Configipplication for configuring access control system readers.

Clicking theCreate Customebutton will open theCustomer Creation Wizard

3.3.1 Step 1z Access Control System Parameters

In the first step, the acces®ntrol system for which the customer accoustcreated is defined. The
Customer Namean be chosen freely. As for tgstem typeoption, you choose between the trial
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versionIMAporter demoand the full version intended fdMAporter systemsIMAporter demois

for system testing and for demonstratigourposes onlyiMAporter demohas fixed System ID

ma

(demo0001) and System Key (demo) values and is not limited by credit. These settings are unsafe for
normal live operation due to publicly known System ID and System Key values. For the customers
with access control system installations, thilAporter type is inended, where theSystem 1Dand
System Keyre unigue and must be identical to the project settings inAl&S Config / Reader
Configapplications (as stated in the note).

Customer Creation Wizard

Customer Name *

System type *

System ID *

System Key *

Contact

Alfa Reality

IMA Porter

Alfa0001

Alfg

Mobile Key

Finish

Note: Creating a projedn ACS Config / Reader Config
Create a new project in th&CS Config / Reader Conéigplication
and fill in the required data (project name, password, card structt

etc.)

System ID for ACS Config / Reader Config
pairing identifier for theselection of the appropriate set of

user identifiers

same for all readers on the site / in the order
each delivered system / customer must have a unique

System ID

written in the form of XXXXYYYY

XXXX; distributor ID the code can be found in the

distributor agree

meny)

YYYY, distributor installation codedetermined by the
distributor ¢ serial numbej
F2N) 0SadAay3

Administrator password
pairing password between the mobile application and

reader terminals

LJdzN1LJ2 8 S& =

8-digit alphamumeric password
F2N) 0SadAay3

LJdzN1J2 4 S& =
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Project Name

Demo

Project Settings

demoQ001

demo

System key
demo

System Behavior

Status LED blinking
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3.3.2 Step 2z Customer Contact Details

The second step involves the addition of contact details. From all the available fields, onijntie e
and the password are required. The remaining contietails are optional.

The email is used as a login name for a new customer account, provided that the password in the
Create Accountield was also entered together with themaail.

Customer Creation Wizard

System ! Contact Mobile Key Finish

L
Address
Email alfa@reality.com
Create Account ( ;'

e p least rge and on

num
Phone . 49 - .
web [+]

=3

If you select thédo not Create Accourption in the wizard, only the

rese cconnt » contact email will be saved for the customer account and logging into
the account will not be possible. To log in, the account will have to be created additionally (see
chapter3.4.4.Account settings

3.3.3 Step 3z Mobile Key Parameters

In the third step, the parameters for generating mobile keys from the customer account are defined.
TheKey Namewill be displayed to all users in their accapps. It isherefore recommended to use

a name describing the site, compagiyg.

Setting aMobile Key PrefiXor a particular system prevents the creation of duplicates in the
MobileAccess application when using DESFire ID cards. It is recommended tc as&-digit
YdzYOSNI O2YO0AYl GA2Y 6S®ID phpE pppXLd

TheDefault validityis primarily set to unlimited but can also be set to a specific date directly in the
distributor account or can be changed by the customer account administrator when creating specific
mobile keys

As for theCustomer credifield, 5 free credits are sent to the account automatically after its

creation. TheAvailable creditfield chows the number of credits available on the distributor account
to be transferred directly to a customer account iftered. The number of credits for transfer can

be set via the +/buttons when creating the account or later when editing the customer account (see
chapter3.4.3.Billing

11/ 27
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Customer Creation Wizard

3 Mobile Key Finish
®

System Contact
Key Name Alfa0001
prefix 39|
Default validity Unlimited
Customer credit -0

+5 Free of charge credits

One tap identification (3) (/‘
Automatic identification ® (/‘

+ Available credit: 78

=3 3

3.34 Step 4z Finish

- D)

Inthe fourth step, it is possible to check the entered data and, if necessary, to edit it using the
Previousbutton or confirm it with theFinishbutton.

Customer Creation Wizard

System

System settings & Contact

Account Name: Alfa Reality
System type: IMA Porter
System ID:  Alfa0001
System Key: Alfa

Address:

Email: alfa@reality.com
Phone:

Web:

Contact

Mobile Key

Mobile Key Settings
Key Name: Alfa0001

Prefix: 39

Default validity: Unlimited

Customer credit: +5 Free of charge credits

One tap identification:

Automatic identification:

3.4 Editing a Customer Account

After creating a customer account using the Wizard, it is possible to edit the settings and monitor the
credit movements. The editing window opens after selecting a customer fror@tiseomerdab.
This tab also allows you to create a new customer in #mesways as with the/izard

12/ 27
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IMA
PORTER

distributor.demo@ima.cz >
o

== Create Customer

O« O

MobileAccess

%

Distributor Demo / Customers

B3 Dashboard

2, My Profile
Show 100 ~ entries Search:
NAVIGATION ~
ACCOUNT NAME € SYSTEM TYPE ¢ ADDRESS $ CREATED STATUS
2% Cust
== busiomers BYTOVKA-01 IMAPORTER 02/03/2021 @

34.1

The general settings allow you to change the system settings and contact data. When editing the
System Settingsthe System IDand System Keyields are automatically emptied and need to be
filled in again in accordance with the projectA@S Config / Reader Configis also possible to set
the version of the mobile application. TRRistomer Namean also be changed. When editing the
Contact it is possible to change all contact data, including the requixedhil. Changing the-enalil

will not have any effect on the login name to the customer account.

General Settings

7. IMA
$ PoRTER

distributor.demo@ima.cz >
S

T Delete Customer

o

MobileAccess @ EN ~

== Dashboard Distributor Demo Customers Alfa Reality
24 My Profile
GENERAL SETTINGS MOEBILE KEY BILLING ACCOUNT
NAVIGATION
SYSTEM SETTINGS & CONTACT &
an Customers
Customer Name: Alfa Reality Address:
Alfa Reality System type: IMA Porter Email:  alfa@reality.com
System ID:  AlfaD001 (13E85712AE610467) Phone:
System Key: Alfa Web:
(BCECE1BA77D4C7D242CECTOFA0NB7347D)
Mobile App Version Android:
Mobile App Version iOS:
Created: 02/16/2021
Status: Active
/ /
Edit System Settings / Edit Contact /
Address  Street and house number
Customer Name *  Alfa Reality
ZIP code City
System type *  |MA Porter -
Email *  alfa@reality.com @
System ID*  Alfa0001
Phone  |agy +420 + Phone number .
System Key *  Alfa
Web [*]
Moabile application - Maobile app ID - v -Mobile App' +
Android —_—
- Mobile app 1D - Cancel
107 - MobileKey Android
Mobile application i0S | 1pg- MobileKey I0S -Mobile App'
109 - Test Android e
110 - Test iOS
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3.4.2 Mobile Key Settings

This tab allows you to set general settings for all mobile keys g@teby a particular customer (for
a particular project).

Distributor Demo Customers BYTOVKA-03

GENERAL SETTINGS MOEILE KEY BILLING ACCOUNT
MOBILE KEY SETTINGS & GLOBAL MOBILE ACCESS SETTINGS &
klicoo01
33 o @O
Unlimited
@ No
¥

Edit Moblle Key Settings Edit Global Moblle Access Settings

Mobile Key Prefix 33

Default validity Inlirmited hd

Setting aMobile Key PrefiXor a particular system prevents the creation of duplicates in the
MobileAccess application when using DESFire ID cards. It is recommended tc as&-digit

numd SNJ O2YO0AY I GA2Y o6S®IADd phpE pppX0d

TheDefault validity set to Unlimited (for example) will also be set for all newly generated keys but
can be changed when creating any particular (new) key.

The Distributor can select thllow duplicate key IDbption forthe customer account. As a result of
this action, the uniqueness of IDs will not be checked when creating new mobile keys. The system
administrator is thus allowed to create multiple keys with the same ID. For the purposes of ensuring
safety of the accessontrol system, enabling thallow duplicate key IDoption is not recommended

TheGlobal Mobile Access Settingmable or disable the option of identifying the user via the
nearest reader by various methods©hetap access function

3.4.3 Billing

TheBillingtab allows you to track the amount @freditavailable on a particular customer account,
the number ofMobile Keysgenerated and the movement of credit on the account. The credit
balance isnitially increasedy adding 5 bonus credits to the account afitsrcreationand then by
credits transferred to the customer account from the distributor account. The cbeddince
decreasesnostly by generating mobile keys for user devices. However, it is also possible for the
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credits to be removed from the customer account by the distributor.

GEMERAL SETTINGS MOBILE KEY BILLING ACCOUNT
CUSTOMER CREDIT MOEBILE KEYS
17 +1 (trial credit) 18

o Add credit = == Remove credit Search:

DATE AND TIME “ TYPE ¢ AMOUNT ¢ DESCRIPTION & STATUS
02/03/2021 21:20 Adding 5.0 Credit added Paid
02/03/2021 22:23 Purchase -1.0 Identifier User ID: 1 Paid
02/08/2021 1311 Adding 5.0 Credit added Paid
02/08/2021 1313 Refunding -5.0 Credit refunded Refunded

3.4.4 Account Access Rights

TheAccounttab allows you to edit, add and remove acsefghts for the administrator of the

customer account. If a password to the account was entered during customer account creation, this
administrator email will be listed together with the password.

GEMERAL SETTINGS MOBILE KEY BILLING ACCOUNT
== Create Account Search:
NO “ EMAIL ¢ CREATED & STATUS ACTION
1 domovnik02(@seznam.cz 02/03/2021 @

To add a new account administrator, simply cliok @reate Account button and fill in theneail and

password. After you add the account, the new customer account administrator will appear in the
table.
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